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TO: The Honorable Board of Police Commissioners

FROM: Inspector General, Police Commission

SUBJECT: REVIEW OF LOS ANGELES POLICE DEPARTMENT AUTOMATIC
LICENSE PLATE READER SYSTEM AND USE IN THE FIELD

RECOMMENDED ACTION

REVIEW and APPROVE the Inspector General’s Report on its Review of the Los Angeles
Police Department’s Automatic License Plate Reader System and Use in the Field.

DISCUSSION

The OIG conducted a review of the Los Angeles Police Department’s (Department) use of
Automatic License Plate Readers (ALPR) to assess the operational efficacy during a two-month
period from August 1, 2025, through September 30, 2025. During the review period, the OIG
sought to identify the impact ALPRs had to the recovery of stolen vehicles, arrests, and overall
crime suppression efforts. The OIG also sought to evaluate the governance, oversight, and
contractual limitations of ALPR service providers in addition to security measures associated
with information sharing. The report concludes with recommendations for consideration
intended to address the identified operational and contractual limitations.

I am available to provide any information the Board may require.
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Inspector General
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REVIEW OF THE DEPARTMENT’S ALPR SYSTEM AND USE IN THE FIELD

I EXECUTIVE SUMMARY

The Los Angeles Police Department (LAPD or Department) operates an Automated License
Plate Reader (ALPR) system that initially consisted of a limited number of cameras mounted on
police vehicles and traffic poles throughout Los Angeles. Over time, the Department has
expanded both the system’s use and the number of cameras in operation, prompting questions
regarding data retention practices, privacy protections, and the overall effectiveness of ALPR
technology in reducing crime.

California Senate Bill 34, enacted in 2015, requires law enforcement agencies operating ALPR
systems to maintain and make available a usage and privacy policy.! The law establishes
requirements related to the collection, access, retention, sharing, and security of ALPR
information and requires agencies to implement reasonable safeguards to protect ALPR data.
However, it does not itself create a comprehensive statewide transparency or oversight regime.

In 2023, the California Attorney General issued a bulletin providing guidance to help agencies
ensure that their collection, storage, and use of ALPR information comply with state law.? In
response, the Department issued Special Order No. 7, Automated License Plate Recognition
Usage and Privacy Policy — Revised, approved by the Board of Police Commissioners (BOPC)
in February 2023. The revised Special Order established procedures governing authorized uses
of ALPR data, access controls, training, information sharing, retention, deletion, and data
security. 3

Despite these legal and policy safeguards, concerns regarding the potential misuse and
unauthorized sharing of ALPR data continue to arise. Recent reports have documented instances
in which license plate data collected through Flock Safety, an ALPR provider used by law
enforcement agencies nationwide, including the LAPD, was accessible to federal agencies.
These reports also raised concerns regarding the adequacy of internal oversight and safeguards
designed to prevent unauthorized access and dissemination of ALPR data.

Public concerns about privacy, information sharing, and the reliability of ALPR technology
prompted the Office of the Inspector General (OIG) to review the Department’s policies and
practices. Although state law prohibits California law enforcement agencies from sharing ALPR
data with federal agencies, recent developments in federal immigration enforcement have raised
concerns that the federal government may seek access to that data. The OIG also examined the
extent of law enforcement activity generated by ALPR real-time alerts during a two-month
period.

!'Cal. Civ. Code §§ 1798.90.5-1798.90.55 (added by Sen. Bill No. 34)
2 https://oag.ca.gov/system/files/media/2023-dle-06.pdf
3 Department Manual, Volume III, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy.
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Key Findings

The OIG’s findings are as follows:

The Department’s ALPR system includes 248 pole-mounted cameras, 140 cameras
mounted on police vehicle roofs, approximately 1,500 cameras installed inside police
vehicles, and seven mobile trailer cameras.

An additional 50 pole-mounted cameras in the Pacific Palisades area have been
temporarily loaned to the Department at no cost.

Three vendors provide ALPR technology and related services. However, the Department
does not have formal contracts or agreements in place for all services to address ALPR
data-security, privacy, and access-control requirements.

The Department shares ALPR data with 15 California law enforcement agencies under a
Memorandum of Agreement that establishes specific conditions and safeguards for data
sharing.

Department personnel must complete ALPR policy training before receiving
authorization to access and query ALPR databases.

Department policy requires the Department’s Audit Division to conduct periodic audits
of access to and use of ALPR data. Audit Division has issued one report in 2022.

The policy also requires Information Technology Bureau (ITB) conduct regular
inspections of the ALPR system operations and usage. The ITB conducts monthly
reviews of specific search terms entered by Department personnel when querying ALPR
data.

Police vehicles equipped with both in-car and roof mounted ALPR cameras generate an
alert on the vehicle’s mobile computer when a scanned license plate matches a plate on a
Hot List.

Police vehicles equipped with both camera systems generate duplicate alerts when the
same license plate is scanned by both systems.

The Department’s current process does not fully or accurately document the law
enforcement actions taken in response to ALPR alerts.

The Department’s ALPR cameras generated 210,568,103 license plate reads between
August 1 and September 30, 2025.

The OIG identified the following outcomes from in-car ALPR alerts generated between
August 1 and September 30, 2025:

o Officers confirmed 161 alerts as accurate matches to the scanned license plate;
however, subsequent investigation determined that the vehicles had not been
stolen.

o Three hundred, thirty-seven alerts resulted in the recovery of stolen vehicles.

Sixty-eight alerts resulted in 74 arrests.
o Nine alerts resulted in pursuits.

©)



Review of the Department’s ALPR System and Use in the Field

Page 3

1.0

Recommendations

The OIG makes the following recommendations:

1.

I1.

Suspend the deployment of new ALPR cameras and the execution of new ALPR-related
contracts pending public input and a broader reassessment of vendors and data practices.
If the Department continues to use ALPR technologys, it shall obtain approval from the
BOPC for formal contracts or agreements with all ALPR vendors, regardless of the
contract amount or whether the agreement involves an exchange of funds. Those
contracts or agreements shall establish enforceable requirements governing data security,
privacy, access controls, retention, and auditing to protect Department ALPR data and
ensure accountability for its collection, use, and disclosure.

Note: In 2020, the California State Auditor recommended the LAPD update ALPR
vendor contracts with necessary data safeguards to address shortcomings the audit
identified.*

Strengthen oversight of ALPR data access by amending Department policy to require
annual audits to ensure that Department personnel are using the ALPR systems for
authorized purposes and to clearly communicate that misuse of ALPR data may result in
disciplinary action.

Develop and implement a standardized process for documenting traffic stops initiated by
ALPR alerts to ensure complete and accurate records and facilitate meaningful analysis
of officer actions and stop outcomes.

BACKGROUND

Given the complexity of the Department’s ALPR system — including its technology, operational
use, and governing policies — the OIG provides the following background to place its review
and findings in context:

ALPR Providers, Distribution, and Contracts
Funding

System Use

Data Access

Data Sharing

Data Retention, Storage, and Department Oversight
Hot Lists

Hot List Alerts

TOTmOOw >

4 https://information.auditor.ca.gov/pdfs/reports/2019-118.pdf
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A. ALPR Providers, Distribution, and Contracts

When in operation, ALPR cameras will capture a vehicle’s license plate number, date, time, and
location in addition to a photo of the vehicle. The ALPR cameras collect and record license plate
images that are visible to the public, including unenclosed driveways of private property. Once
an image is captured, the software converts the photo’s metadata into a searchable format within
a database. The ALPR scans typically record moving vehicles and may not always be accurate,
necessitating officer verification prior to any action.

In 2022, the Department signed a five-year contract, expiring on June 21, 2027, with the first of
three ALPR vendors — Motorola Solutions (Motorola)® — to install 140 ALPR cameras on
police vehicles (roof-mounted cameras), 60 pole-mounted cameras, and three trailer cameras.®
The Department repurposed three salvaged trailers with spare ALPR equipment, resulting in a
total of seven trailer cameras available for deployment in the field. Due to an increase in vehicle
thefts, Newton Division was the first to receive roof-mounted ALPR cameras. The remaining
cameras were evenly distributed throughout the Department by March 2026.”

The second ALPR vendor, Flock Safety (Flock), typically services businesses, residential
communities, and public sector agencies with pole-mounted cameras and data storage. Of the
138 pole-mounted cameras serviced to the LAPD, 50 are in the Pacific Palisades area to assist in
the aftermath of the January 2025 Palisades Fire, 49 are in West Los Angeles Area, and 39 are
distributed throughout Council District 11.% In total, the Department has access to the data
collected by 298 pole-mounted cameras throughout Los Angeles (160 through Motorola and 138
through Flock).

The Department’s partnership with the third ALPR vendor, Axon Enterprise (Axon), is the most
widely used, as the ALPR feature is integrated into the existing Digital In-Car Video (DICV)
system. In 2023, the ALPR feature was activated in approximately 1,500 police vehicles.” Axon
data — including DICV, Body-Worn Video (BWV), and ALPR images — is stored in
Evidence.com, an application used by the Department to access video evidence. Evidence.com
does not have the capability to query ALPR data. As a result, Axon partnered with Flock to use

5 The OIG reviewed the related contract, signed by the former Chief of Police and former Los Angeles City
Attorney. The ALPR system was originally serviced by Vigilant Solutions, which was acquired by Motorola in
2019. The contract is available at: https://cityclerk.lacity.org/onlinecontracts/2022/C-140535 ¢ 6-22-22.pdf

6 A trailer camera is a mobile portable vehicle equipped with a camera mounted on a pole designed to capture
license plate images. Trailer cameras are primarily used during major events, such as sporting events or parades.
7 The delay in the final implementation of the roof mounted cameras occurred because of operational and tactical
planning priorities, such as the Dodgers World Series Championship parade.

8 See Appendix A. The Flock MOU provided by the Department outlines the terms and conditions of use for the 50
Flock donated cameras currently being used in the Palisades area in response to the January 2025 fires. The
document was signed by Flock general counsel in January 2025 and signed by the Chief of Police (undated).
Additionally, the document includes a signature block for the City Attorney for approval; however, it remains
unsigned.

% This is an approximate number, as police vehicles may be out of service on any given day due to maintenance or
other issues.
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their application to search Axon-captured ALPR information. Although Axon ALPR data is
owned by the LAPD and not Flock, the Department does not currently have a written agreement
with Flock or Axon outlining security measures and protocols to secure Axon ALPR data within
Flock’s system. Flock’s access to Axon data is unknown in the absence of a written agreement.

In 2016, the Department entered a 10-year contract with Axon, expiring July 31, 2026, to equip
officers with BWV cameras and intermediate force electronic weapons (TASERs). In 2022, the
Department attested the contract with Axon to include the use of the ALPR feature integrated
within the DICV system.!® The contract outlined several security provisions and requirements
regarding data ownership, sharing, and storage to ensure the Department remained the sole and
exclusive owner of the collected data, prohibiting data sharing. As with Motorola and Flock,
Axon must meet the FBI’s Criminal Justice Information Services (CJIS) data storage
requirements to ensure data security. The OIG did note that while the Axon contract does
emphasize data ownership, it lacks specific language to address retention, search capability, and
information sharing with other law enforcement organizations. The contract contains clear
language establishing data ownership, security, portability, and data deletion but does not
specifically address compliance with California ALPR statutes.

California law limits the use of local resources for federal immigration enforcement and
establishes safeguards governing the collection, use, and sharing of personal information.!!
Recent federal immigration enforcement actions, however, have heightened scrutiny of law
enforcement technology and data-sharing practices, particularly where contractual arrangements,
technological capabilities, or third-party access may permit uses that are inconsistent with the
intent of those safeguards.

On June 11, 2023, the Department entered into a Memorandum of Understanding (MOU) with
Flock that remained in effect until June 2026.'> The MOU provided the terms and conditions for
which the Department had the right to access the features and functions of the Flock service
during the term. The MOU states that Flock retains the right to any recordings or data provided
through Flock and it may use the data for any purpose.

On January 23, 2025, the Department signed an MOU with Flock detailing the terms of use
associated with the 50 cameras loaned to the Department in the Pacific Palisades area.'*> The
MOU outlines the terms and conditions associated with data optimization, liability, insurance,
and operational use. The City and City Users are named as the responsible parties for all acts

10 The OIG reviewed the related contract, signed by the former Chief of Police and former Los Angeles City
Attorney. The contract is available at: https://cityclerk.lacity.org/onlinecontracts/2022/C-140744_C 07-01-22.pdf
' Senate Bill 34 (2015) and Senate Bill 54 (2017) — the California Values Act of 2017 is also known as the
‘Sanctuary State’ law. The law limits state and local law enforcement agencies from using resources to assist with
federal immigration enforcement. Additionally, in December 2024, the City of Los Angeles passed Ordinance
188441, which prohibits the use of any City resources, personnel, property and data to support federal immigration
enforcement.

12 See Appendix A. The MOU was signed on June 11, 2023, for a three-year term.

13 See Appendix B. The MOU was signed on January 23, 2025, for a six-month term.
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and omissions of data captured. The MOU lacks provisions to address data breaches or other
liability caused by Flock.

According to the MOU, “LAPD is the sole and exclusive owner of all data and information
provided to Flock by or on behalf of LAPD as well as any data collected by the Flock Equipment
in the City of Los Angeles (City Data).”'* Although the MOU highlights the Department’s
ownership of the information collected by Flock cameras, Flock retains the right to analyze and
anonymize City Data and City generated data to improve and enhance Flock services and system
development. Specifically, the MOU states “Flock shall have the right to collect, analyze, and
anonymize City Data and City generated data to the extent such anonymization renders the data
non-identifiable.” The MOU notes Flock’s intent behind the collection and anonymization of
data is to “improve and enhance the services for other development, diagnostic and corrective
purposes,” or to assist in the enhancement of technology in vehicle identification.

The OIG requested any contracts or other agreements related to the Flock cameras and Flock’s
access to Axon data. The Department could not produce documentation establishing the
contractual authority that identify applicable data-sharing terms and other governing provisions.
The absence of formal agreements is particularly concerning given the growing national concern
over third-party access to ALPR data and the limited understanding within law enforcement of
how such data is accessed, shared, and used.

In October 2025, the University of Washington’s Center for Human Rights reported that Flock
had implemented an information-sharing pilot program that allowed federal agencies to access
license plate data collected by local law enforcement agencies without those agencies’
knowledge or consent. !> The report raised questions about whether agencies fully understand
the scope of data access available through the platform and whether existing agreements
adequately protected against unauthorized information sharing.

Since that report, public allegations of data sharing and misuse have prompted other jurisdictions
to deactivate cameras or terminate contracts with Flock. In 2025, Hillsborough, North Carolina'¢
announced that it would end its contract with Flock, followed by Flagstaff, Arizona. 17 1n 2026,
additional jurisdictions cancelled their contracts with Flock including Santa Cruz,'® Santa Clara
County,'” Mountain View,?® and South Pasadena.?!

14 The Flock MOU defines “City Data” as data collected by Flock equipment in the City of Los Angeles.

15 https://jsis.washington.edu/humanrights/2025/10/21/leaving-the-door-wide-open/

16 https://www.hillsboroughne.gov/Home/Components/News/News/856/14

17 https://www.azfamily.com/2025/12/20/flagstaff-cancels-controversial-contract-flock-safety-cameras/

18 https://santacruzlocal.org/2026/01/13/santa-cruz-leaders-vote-to-terminate-contract-with-flock/

19 https://www.kged.org/news/12074467/santa-clara-county-leaders-cut-out-flock-safety-in-new-surveillance-policy
20 https://www.mountainview.gov/Home/Components/News/News/1211/284

21 https://www.foxla.com/news/south-pasadena-remove-flock-safety-cameras-over-privacy-concerns
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B. Funding

As of the date of this report, the Department has access to ALPR data captured by 298 pole-
mounted cameras, approximately 1,500 police vehicles equipped with in-car cameras, 140 roof-
mounted cameras, and seven mobile trailer cameras that can be deployed anywhere in the City of
Los Angeles. Of the 298 pole-mounted cameras, 139 were funded by Council Districts 11 and
12, 60 were purchased by the Department,*? 49 were acquired by the Los Angeles Police
Foundation (LAPF) using donated funds from local Homeowners Associations, and the
remaining 50 cameras are currently on loan and strictly for use in the Pacific Palisades area to
support law enforcement efforts after the Palisades Fire. All pole cameras have been distributed
throughout the City, with placement focused on high-traffic pedestrian areas, freeway entrances
and exits, and areas known for high-risk crime.

In 2023, former Chief of Police Michael Moore presented to the BOPC the Department’s 2023-
2025 Strategic Plan outlining an intention to increase pole camera placement throughout the City
of Los Angeles by 50% in the 2023-2024 fiscal year and again by another 50% in the 2024-2025
fiscal year. > The funds used to purchase and install some cameras were provided by the LAPF,
with former Chief Moore noting earmarked monies to support the maintenance of the cameras
moving forward. A review of BOPC agenda items between December 2024 and May 2025
revealed $619,302 provided on behalf of the LAPF in support of ALPR technology.?* 2°

The table below shows the Department’s ALPR camera distribution and funding source.?®

[INTENTIONALLY LEFT BLANK]

22 The Department purchased the cameras using the Urban Areas Securities Initiative (UASI) Grant. UASI is a grant
provided by the Department of Homeland Security to fund dense high-risk regions to prevent, prepare for, and
respond to threats.

23 https://www.lapdpolicecom.lacity.org/072523/BPC_23-122.pdf.

24 The Los Angeles Police Foundation is the primary non-profit partner and largest source of private funding for the
Los Angeles Police Department.

25 This total was determined upon review of the 2025 BOPC approved items. BOPC agenda archives can be found
at: https://www.lapdonline.org/police-commission/police-commission-meetings-archives/

26 See Appendix C for a map of the distribution of the pole cameras and related purchase orders, where available.
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Camera Type | No. of Cameras | Location | Funder

FLOCK SAFETY CAMERAS
Pole Mounted 50 West Los Angeles [On loan for use by the
(Palisades) Department due to the January
2025 Palisades Fire
Pole Mounted 49 West Los Angeles [Los Angeles Police Foundation?’
Pole Mounted 39 Council District 11 |Council District 112
MOTOROLA SOLUTIONS CAMERAS

Pole Mounted 100 Devonshire Council District 12%
Pole Mounted 8 77" St 1 os Angeles Police Department °
Pole Mounted 5 Hollywood Los Angeles Police Department
Pole Mounted 3 Central Los Angeles Police Department
Pole Mounted 4 Olympic Los Angeles Police Department
Pole Mounted S Southeast Los Angeles Police Department
[Pole Mounted 5 Wilshire I os Angeles Police Department
Pole Mounted 4 Hollenbeck Los Angeles Police Department
Pole Mounted 3 Mission Los Angeles Police Department
Pole Mounted 4 North Hollywood |[Los Angeles Police Department
Pole Mounted 3 Newton Los Angeles Police Department
Pole Mounted 3 Rampart Los Angeles Police Department
[Pole Mounted 3 West Valley Los Angeles Police Department
[Pole Mounted 1 Foothill Los Angeles Police Department
Pole Mounted 2 Harbor Los Angeles Police Department
Pole Mounted 2 Northeast Los Angeles Police Department
Pole Mounted 2 Topanga I os Angeles Police Department
Pole Mounted 2 Van Nuys Los Angeles Police Department
Pole Mounted 1 Southwest Los Angeles Police Department
Trailer 43! Various Los Angeles Police Department
Roof Mounted 140 Department-Wide [Los Angeles Police Department

AXON CAMERAS

[Police Vehicles

Approx. 1,500

| Department-Wide |Los Angeles Police Department

7 All donatlons are plesemed to and approv ed by the BOPC. Agenda archives can be found at:
: V/

49 cameras were approvi ed between December 2024 and May 2025.

B

.gov/press-releases/councilmember-traci-

ark-launches-comprehensive-

1-meetings-archives/. Donations to purchase the

ublic-safety-package-

make-council. The funds were transferred from Council District 11 to the Depamnent then the Department
submitted a Pur chase Oldel to the City of Los Angeles, General Services Division (GSD).

late-reader-program-launches. The funds were transferred

from Councﬂ Dlstuct 12 to the Department, then the Department submitted a Purchase Order to GSD.

3 The Department purchased 60 pole cameras and 4 trailer cameras using UASI grant funds.

3! The Department repurposed three salvaged trailers with spare ALPR equipment, resulting in a total of seven
trailer cameras available for deployment in the field.
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C. System Use

In June 2025, ITB presented its annual Comprehensive Technology Report to the BOPC which
included the Department’s use of ALPR technology.*?> The report highlighted the frequency and
efficacy of ALPR usage, emphasizing its value in follow-up investigations. The Department’s
ALPR system is used by investigators to develop leads for existing investigations, while officers
in the field rely on real-time alerts to initiate a traffic stop on vehicles linked to crimes, involve
at-risk or missing persons, or are stolen.

Department policy outlines the following authorized uses of ALPR data for official Department
33
purposes:

- criminal investigations or proceedings,

- non-criminal investigations,

- administrative investigations or proceedings,

- civil investigations or proceedings,

- situational awareness operations, and

- responses to cognizable threats to public safety.

The purpose of the ALPR system is to capture and store images of license plates and associated
vehicle information. The system does not perform analytical functions, identify trends, patterns,
or incorporate facial recognition capabilities. Additionally, ALPR data is not used to support
predictive policing strategies or generate forecasts about potential criminal activity.

D. Data Access

Access to ALPR data requires Department personnel to complete a course through the LAPD’s
online training platform — Learning Management System (LMS) — to demonstrate proficiency
and understanding of the system. The two-hour training course provides officers with an
overview of ALPR functionality, use, and current Department policy. Once the training is
successfully completed and the user has demonstrated an understanding by passing a quiz, the
user is granted an investigator account with access to query ALPR data. Recertification and
follow up training of the ALPR system is not required; however, Department employees are
encouraged to participate in various trainings provided by the vendor, free of charge.

Once an account has been granted, a user can query ALPR data through either the Motorola or
Flock applications. Department personnel access both Flock and Axon ALPR data through the
Flock application, while Motorola remains a standalone application. To query the Flock
application, the user must enter the related case identification details in the free-form text box in
addition to providing a reason for the query in another free-form box. The user must then select

32 Department report titled, “Comprehensive Technology Report,” dated May 16, 2025. See
https://www.lapdpolicecom.lacity.org/062525/BPC_25-164.pdf

33 Department Manual, Volume I1I, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
— Authorized Uses.
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an “offense type” from a dropdown menu to expand upon the search reason. The Motorola
application shares similar characteristics to Flock, requiring the user to list casefile identification
details in a free-form text box, followed by selecting a reason for the license plate query from a
dropdown menu.>* Because both applications permit users to enter case information in a largely
unstructured manner, the resulting records lack consistency. As a result, auditing user activity
and identifying potential misuse requires significantly greater effort.

E. Data Sharing

Department policy states that ALPR data recorded or retained by the Department shall not be
sold, shared, transferred, or disclosed and shall only be shared with local law enforcement
agencies in which the Department has entered an Memorandum of Agreement (MOA).?> MOAs
require partnering law enforcement agencies to take various measures to ensure data security,
including: (a) provide quality assurance of information entered, (b) maintain data sharing
protections, and (c) ensure data security and privacy. MOAs typically expire after three years
from the date of the last signature, unless terminated early by written agreement.

At present, the Department has an MOA with the following law enforcement agencies:

(1) Huntington Park Police Department, (2) La Mesa Police Department, (3) Livermore Police
Department, (4) San Luis Obispo Sheriff’s Department, (5) West Covina Police Department,
(6) Los Angeles Port Police, (7) Torrance Police Department, (8) Ceres Police Department,
(9) Hayward Police Department, (10) Signal Hill Police Department, (11) Glendale Police
Department, (12) Alhambra Police Department, (13) Simi Valley Police Department,

(14) Rohner Police Department, and (15) Madera County Sheriff’s Department.>* MOAs
prohibit the sharing of ALPR data outside the contracted parties.

While the terms of the MOA require partnering agencies to maintain data confidentiality, sharing
protections, security and privacy, the MOA does not require the partnering agency to conduct
periodic audits to evaluate compliance. Further, the Department does not conduct any regular
inspections of the search queries submitted by partnering agencies. However, any violation of an
MOA identified by the Department would result in the termination of the agreement.

Public concern regarding safeguards and information sharing of ALPR data with federal agencies
has grown since June 2025. This concern was heightened following the publication of a 2026
internal audit of the Mountain View Police Department’s use of Flock.?” According to the audit,
a pattern of concerning search terms, such as “ICE” and “immigration” emerged suggesting

2 <

34 The dropdown list includes, “be on the lookout,
query of the data.

35 Department Manual, Volume II1, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
— Sharing of ALPR Data.

36 See Appendix C. The OIG reviewed all the signed MOAs between the Department and each participating agency
and found that all agreements contained identical terms and provisions. This list is current as of the date of this
report.

37 https://content.govdelivery.com/accounts/ CAMOUNTAINVIEW/bulletins/406640

crime analysis,” and other general reasons for conducting a
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Mountain View Police Department officers were conducting searches on behalf of federal
agencies. Considering these public concerns, the OIG requested ITB conduct an audit of the
ALPR applications.

In July 2025, ITB inspected both the Flock and Motorola applications for search terms including
“immigration” and “ICE” and reported no instances of those terms being used to query ALPR
data.*® The Department’s written agreement with Motorola outlines the guidelines for
maintaining the confidential information collected by their ALPR cameras and, specific to the
sharing of information, the agreement states that Motorola is prohibited from sharing any ALPR
data or information with ICE.*

Department policy states that the Department’s ALPR system shall only be accessed and used on
a “need to know” and “right to know” basis.** On November 6, 2025, the Department
disseminated an e-mail titled, “Sensitive and Confidential Department Records and Information
Reminder, ” to remind all personnel of the Department’s policies governing confidential records,
reports, and information release and to reinforce that all Department records — even those not
classified as sensitive or confidential — remain the property of the Department. *! Access to
ALPR data applications is restricted through unique login credentials, requiring authorized
LAPD usernames and passwords.

F. Data Retention, Storage, and Department Oversight

Department policy outlines the guidelines for the management, storage, and security of ALPR
data captured, noting all data shall be stored on a Department approved storage system compliant
with CJIS.** 43 Specifically, Axon and Motorola data are stored for five years in their
application specific databases but are searchable by users for only two years. It is only upon

38 The OIG's request was limited ICE and did not encompass other agencies within the Department of Homeland
Security.

39 Section titled “Information Sharing” of the agreement states, “For the avoidance of any doubt, no ALPR data
collected by the Contractor for the LAPD pursuant to this Agreement shall be provided by the Contractor to any
person or entity outside of the LAPD, except at the prior and express written direction of the Commanding Officer
of Information Technology Bureau. Further, and notwithstanding anything in this Agreement to the contrary, the
Contractor shall not provide any ALPR data or information, gathered from or for the LAPD as part of performing
the services of this Agreement, with the U.S. Immigration and Customs Enforcement agency of the U.S. Department
of Homeland Security.”

40 Department Manual, Volume 111, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
- Limitations on Use of ALPR Data.

41 E-mail dated November 6, 2025, cited Department Manual, Volume III, Section 406.10, Guidelines and
Restrictions for the Release of Police Record Information, and Section 408.16, Releases of CORI - Determination of
Right - To -Know/Need - To - Know.

42 Department Manual, Volume 111, Section 568.53, Automated License Plate Recognition Usage and Privacy
Policy.

43 The Federal Bureau of Investigations’ approved storage system compliant with information security standards is
called the Criminal Justice Information System (CJIS). Flock, Axon, and Motorola meet CJIS standards.
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special request that an ALPR manager may view data for the remaining three years. Flock data
is stored on Flock servers for a period of five years.*

When searching for a license plate captured by Motorola, Flock, or Axon, an authorized user can
query either the Motorola or Flock applications. Motorola and Flock have capability to conduct
a license plate only search, as opposed to Axon which does not. While all Axon captured data is
stored in Evidence.com, the information is not searchable by license plate number only. As a
result, Axon partnered with Flock which provides one way query and data retrieval of Axon data.
As previously reported, the Department does not currently have a written agreement with Flock
or Axon outlining security measures and protocols to ensure data security between Axon and
Flock.

The ALPR applications operate under the assumption a user has the appropriate accesses,
purpose, and “need to know” associated with the application. Because an investigator must go
through an approval and training process to obtain an account, there is an expectation the
investigator adheres to mandated access and data sharing rules. The Department regularly
monitors employee investigator accounts, which are automatically deactivated when inactive for
more than 90 days. Investigator accounts are also deactivated when Department personnel have
been terminated, retired, or resigned. The Department’s System Administrator is responsible for
the deactivation of the investigator accounts, which occurs daily, Monday—Friday. This practice
stems from a 2022 Department Audit of the ALPR system, which identified inactive user
accounts that had not been deactivated.*

The 2025 Comprehensive Technology Report outlines the Department’s technology oversight
efforts — both ITB and the Department’s Audit Division are responsible for conducting
compliance inspections to ensure alignment with established policies and procedures, including
data access. In addition, Department policy requires Audit Division to conduct periodic audits of
access and use of ALPR data in accordance with their Annual Audit Plan.*® Further, Department
policy requires the Department’s ITB to maintain ALPR data access records for five years.*’

Department policy also states that ITB should conduct regular inspections on the use and the
operations of the ALPR system. Accordingly, ITB conducts monthly inspections of the search
terms used by Department investigators to query ALPR data. These inspections are not formally
documented or memorialized and are intended to ensure administrative compliance with

4 See Appendix B. ‘Confidentiality’ — Flock shall retain all data collected for five years at no charge to the
Department or City.

45 The Department presented its 2022 Audit, “Automated License Plate Recognition Audit” to the BOPC in October
2022.

46 Department Manual, Volume 111, Section 568.53, Automated License Plate Recognition Usage and Privacy
Policy-Records of Access and Periodic System Audits.

47 Records of access include:

- the date and time the information is accessed;

- the license plate number or other data elements used to query the ALPR System;

- the username of the person who accessed the information; and,

- the identified authorized purpose for accessing the information.
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Department policy, rather than identify employee misconduct or misuse of access. The
inspection results may be provided to the ITB Commanding Officer upon request.

Motorola allows for additional data management oversight by allowing the Department to audit
the vendor’s data privacy and security program once per calendar year with 30 days’ advance
notice.*8

G. Hot Lists

The ALPR alerts are generated when a scanned license plate matches an entry on a Hot List
maintained in one of three databases. These databases include records of vehicles connected to a
crime, are stolen, or involve missing or at-risk individuals. The first database is maintained by
the California Department of Justice (CalDOJ) and contains license plate details of vehicles
identified by law enforcement officers throughout the state of California. The vehicles entered in
the CalDOJ database remain there until the vehicle has been located and the corresponding law
enforcement entity that entered the plate details removes it from the database. The Department’s
Vehicle Identification and Processing Unit (VIPU) has access to the CalDOJ database and is
responsible for entering and removing stolen vehicles identified by LAPD, and only LAPD. The
VIPU operates 24 hours a day and is staffed by civilian employees.

The second and third databases are generated and maintained by LAPD and Los Angeles County
Sheriff’s Department (LASD). Both databases provide instructions connected to the license
plate for officer awareness when encountering and engaging the vehicle. The LASD entries are
entered and removed by LASD and do not have an automatic expiration date, as opposed to
manual entries made by the Department, which expire after three days.

H. Hot List Alerts

Roof-mounted and DICV ALPR cameras are always active and continuously scanning license
plate numbers whenever the police vehicle is turned on. As the camera is scanning license
plates, the ALPR system is comparing those details to the Hot Lists, in real-time. When a license
plate matches with a vehicle of interest on a Hot List, an alert will appear on the police vehicle’s
Mobile Digital Computer (MDC).* The camera lens on a DICV will capture what is directly in
front of the lens, where as a roof-mounted camera will capture a higher angle and will therefore
capture different surrounding images due to its placement. If a police vehicle has both ALPR
cameras and they scan and match with the same license plate, two separate alerts will appear on
the vehicle’s MDC screen simultaneously.

Officers may acknowledge if the hit was correct or incorrect, as errors with scanning and
matching license plates do occur.”® For a correct hit, officers may take further action but are not

48 See Motorola contract: https:/cityclerk.lacity.org/onlinecontracts/2022/C-140535 ¢ 6-22-22.pdf.

4 The MDC is a mobile computer that connects to Department databases and resources for use by officers when in
the field.

30 Letters, numbers, or registration State can be misread.
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required to take further action as they may be actively investigating another incident or unable to
safety change direction to peruse the vehicle from the alert.

An ALPR alert does not immediately inform field officers of the reason for the license plate’s
placement on the Hot List.>! Officers must utilize Department resources available through the
MDC to gather more information to safely approach the vehicle. Often, officers will approach
the vehicle with extreme caution or conduct a “high-risk” stop. This involves calling for back
up, air support, and a supervisor and ordering the suspect out of their vehicle. Department policy
requires officers to attempt to verify the accuracy of the ALPR alert prior to conducting a stop. >

III.  OIG REVIEW OF ALPR ALERTS

The ALPR system assists field officers by providing real-time alerts of vehicles wanted in
connection with felony crimes, stolen vehicles, or other criminal investigations. These alerts
enable officers to respond promptly and take appropriate enforcement action when they are
available, in accordance with Department policy. The OIG sought to assess the overall outcomes
resulting from Hot List alerts during the defined review period: August 1 to September 30, 2025.

A. Review Period and Available Alert Outcome Data

All police vehicles have one ALPR camera integrated in the DICV system, while a limited
number of police vehicles have an additional camera mounted on the roof (approximately 140 of
1,500 or roughly 10%). Both camera systems overlap a portion of their field of view but also
scan slightly different areas based on their placement. Police vehicles with both ALPR camera
systems will simultaneously provide officers with an alert from both the Motorola and Axon
applications — where the same license plate is scanned prompting officers to confirm whether
the license plate read is accurate. The Axon application also enables officers to document any
action taken in response to a confirmed Hot List alert. Accordingly, the results and outcomes of
alerts generated by roof-mounted ALPR cameras are not documented within the application and
therefore not available for inclusion in this review.

The Department provided the OIG with all Hot List alert data extracted from the Axon

application for the two-month review period of August 1 to September 30, 2025. The raw data
indicated that 50,180 ALPR hits through Axon were reported to field officers during the review
period.>®* The OIG removed all duplicate alerts and organized the remaining data by date, time,

5! Officers are unable to respond to every ALPR alert due to various circumstances encountered during patrol,
including responding to a critical incident, traffic safety considerations, or not hearing the alert while outside the
vehicle.

52 Department Manual, Volume I11, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
— Quality Assurance states “Department personnel shall attempt to verify records obtained prior to conducting an
investigative stop.”

33 The OIG identified numerous duplicate alerts caused by multiple police vehicles responding to the same scene and
simultaneously capturing the targeted license plate. These multi vehicle responses also result in multiple actions
reported for a single incident.
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involved officer serial number, vehicle description and license plate number of vehicle of
interest, and the action taken, if any.>*

The Axon application enables field officers to select from a list of actions taken, including but
not limited to “no action taken,” “citation issued,” “arrest — felony,” “not stolen,” “not wanted
(person),” and “vehicle recovered/towed/impounded.” The application only allows for one
option from the list to be selected. In the absence of a selection, the default will record the
disposition of “no action taken.” The Axon application is not designed to analyze or track
actions taken. As a result, the OIG was unable to accurately identify primary unit officers or
determine the overall outcomes of law enforcement actions in response to ALPR hits during the
review period.

99 ¢ 29 ¢

For stops resulting in an arrest, the OIG reviewed BWV recordings, incident details, and related
reports to corroborate and document the actions taken and to ensure a clear understanding of the
incident outcome.

IV.  OIG REVIEW RESULTS AND FINDINGS

The roof-mounted ALPR system does not capture actions taken in response to Hot List alerts,
and the DICV ALPR system data is not structured in a manner that allows for efficient analysis.
Accordingly, the compiled data cannot be considered a complete or accurate measure of all
actions taken in response to alerts during the two-month review period.

Based on available Axon data, the OIG determined that of the 50,183 total alerts, 5,911 were
unique license plates. During the two-month review period, the Department’s ALPR cameras
generated 210,568,103 license plate reads.

A. No Action Taken

Of those 5,911 license plate hits, for 4,575 alerts officers verified the license plate match was
accurate and selected “no action taken” or did not make any selection which also records the
disposition as “no action taken.”

B. Duplication of Action Taken

Multiple police vehicles that respond to the same incident and get an alert will result in multiple
actions taken for the same incident. The OIG identified 1,182 alerts for which officers
confirmed the license plate information was correct, but the action taken selected was not
accurate and consistent with what occurred. Ideally, only the primary unit officers should
document the outcome of the stop. When multiple officers enter or select an action in the
system, this can result in duplicate, inconsistent, or incorrect entries about what happened.

54 Despite extensive analysis, the results of the police action taken may be inaccurate, as multiple officers and police
vehicles report differing dispositions for the same incident.
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C. Determined Not Stolen

When records are not updated in a timely manner, officers may act on inaccurate or outdated
information, increasing the risk of unnecessary enforcement actions, including vehicle stops and
wrongful detentions, or a confrontation with serious consequences. Department policy dictates
that officers attempt to verify all records prior to conducting an investigative stop; however,
conditions outside the officer’s control can also impact a stop. For example, delays in updating
records may cause a license plate to remain on a Hot List after the vehicle has been recovered or
is no longer considered stolen.

During the review period, officers acknowledged 161 alerts as accurate license plate matches;
however, subsequent investigations determined the vehicles were not stolen.

In addition to creating an inconvenience for vehicle owners, these inaccuracies can affect
individual liberty interests, erode public trust, and potentially create substantial legal and
financial liability concerns.

D. Stolen Vehicles and Stolen License Plates Recovered

The OIG found that during the two-month review period, 337 stolen vehicles were recovered
without incident. Valley Bureau recovered the most vehicles, with 144 recoveries, followed by
Central Bureau with 72, South Bureau with 70, West Bureau with 44, and seven with Traffic
Services Division.

Additionally, the OIG noted the recovery of 24 stolen license plates attached to a vehicle not
reported stolen. The tactic of stealing a license plate from an inconspicuous vehicle to place on a
stolen vehicle is used to deter investigators and evade capture.

E. Arrests and High-Risk Stops

The OIG identified 74 arrests resulting from 68 stops generated by Hot List alerts.>> Of those,
five stops involved the arrest of the driver and occupants.’® Of the 68 arrests, 15 suspects were
charged with Grand Theft Auto, 34 were charged with Taking of a Vehicle without the Owner’s
Consent, four were charged with Evading, and three were charged as a Felon in Possession of a
Firearm. The remaining charges include Robbery, Battery, Assault with a Deadly Weapon,
Receiving Stolen Property, and Terrorizing Causing Fear.

Of those 68 stops, officers used high-risk stop tactics to remove the vehicle occupants from the
vehicle and take them into custody during 46 stops. The Department manual states officers must
broadcast Code Six Charles when encountering a license number connected with suspects or
vehicles considered armed and dangers—generally leading to a responding officer using high-

35 When querying the data, arrests were categorized in three ways: ‘arrest’ (7 occasions), ‘Criminal Charge’ (3
occasions), ‘Arrest-Felony’ (69 occasions), and ‘Arrest — Misdemeanor’ (6 occasions).
56 Occupants taken into custody had existing arrest warrants.
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risk stop tactics for safety purposes.®’ Patrol officers will determine the necessity of a high-risk
stop based on the information listed when verifying the license plate number.

F. Vehicle Pursuits

The OIG identified nine vehicle pursuits that resulted from Hot List alerts during the review
period. Of these nine pursuits:
e Five concluded with the suspects surrendering and being taken into custody without
incident;
e One involved a foot pursuit ending in a surrender;
¢ One involved both a foot pursuit and a non-categorical use of force as officers used body
force to subdue the suspect to the ground, placing them into handcuffs prior to taking
them into custody;
e One involved a traffic collision resulting in undercarriage damage to the suspect vehicle,
followed by a foot pursuit that concluded with the suspect’s surrender;>®
e The final pursuit was handed off to CHP and ended in a surrender.
e Only one of the nine pursuits involved a vehicle containing more than one occupant
where all suspects were arrested.>

V. RECOMMENDATIONS
The OIG makes the following recommendations:

1. Suspend the deployment of new ALPR cameras and the execution of new ALPR-related
contracts pending public input and a broader reassessment of vendors and data practices.
If the Department continues to use ALPR technologys, it shall obtain approval from the
BOPC for formal contracts or agreements with all ALPR vendors, regardless of the
contract amount or whether the agreement involves an exchange of funds. Those
contracts or agreements shall establish enforceable requirements governing data security,
privacy, access controls, retention, and auditing to protect Department ALPR data and
ensure accountability for its collection, use, and disclosure.

Note: In 2020, the California State Auditor recommended the LAPD update ALPR
vendor contracts with necessary data safeguards to address shortcomings the audit
identified.

57 When engaging in a high-risk stop, officers will typically request back up units and an airship to assist in taking
the driver and other occupants into custody. Officers will draw their weapons, using their vehicle as a barrier—
calling commands to the driver and any vehicle occupants.

38 The suspect’s erratic driving caused the vehicle’s undercarriage to hit the road, causing damage.

59 The arrests associated with the nine pursuits are included in the total of 74 arrests.



Review of the Department’s ALPR System and Use in the Field
Page 18
1.0

2. Strengthen oversight of ALPR data access by amending Department policy to require
annual audits to ensure that Department personnel are using the ALPR systems for
authorized purposes and to clearly communicate that misuse of ALPR data may result in

disciplinary action.

3. Develop and implement a standardized process for documenting traffic stops initiated by
ALPR alerts to ensure complete and accurate records and facilitate meaningful analysis
of officer actions and stop outcomes.
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VI. DEPARTMENT RESPONSE



Review of the Department’s ALPR System and Use in the Field
Page 20
1.0



Review of the Department’s ALPR System and Use in the Field
Page 21
1.0



Review of the Department’s ALPR System and Use in the Field
Page 22
1.0



Review of the Department’s ALPR System and Use in the Field
Page 23
1.0



Review of the Department’s ALPR System and Use in the Field
Page 24
1.0



Review of the Department’s ALPR System and Use in the Field
Page 25
1.0



Review of the Department’s ALPR System and Use in the Field
Page 26
1.0



Review of the Department’s ALPR System and Use in the Field
Page 27
1.0



Review of the Department’s ALPR System and Use in the Field
Page 28
1.0



Review of the Department’s ALPR System and Use in the Field
Page 29
1.0



Review of the Department’s ALPR System and Use in the Field
Page 30
1.0



Review of the Department’s ALPR System and Use in the Field
Page 31
1.0



